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FCC STATEMENT

FC

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one or more of the following
measures:

e Reorient or relocate the receiving antenna.
e Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which the receiver
is connected.

e  Consult the dealer or an experienced radio/ TV technician for help.

This device complies with part 15 of the FCC Rules. Operation is subject to the following two

conditions:

1) This device may not cause harmful interference.

2) This device must accept any interference received, including interference that may cause
undesired operation.

Any changes or modifications not expressly approved by the party responsible for compliance
could void the user’s authority to operate the equipment.

NOTE: THE MANUFACTURER IS NOT RESPONSIBLE FOR ANY RADIO OR TV
INTERFERENCE CAUSED BY UNAUTHORIZED MODIFICATIONS TO THIS EQUIPMENT.
SUCH MODIFICATIONS COULD VOID THE USER'S AUTHORITY TO OPERATE THE
EQUIPMENT.

FCC RF Radiation Exposure Statement

This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled
environment. This device and its antenna must not be co-located or operating in conjunction with
any other antenna or transmitter.

“To comply with FCC RF exposure compliance requirements, this grant is applicable to only
Mobile Configurations. The antennas used for this transmitter must be installed to provide a
separation distance of at least 20 cm from all persons and must not be co-located or operating in
conjunction with any other antenna or transmitter.”



CE Mark Warning

430,

This is a class B product. In a domestic environment, this product may cause radio interference, in
which case the user may be required to take adequate measures.

National restrictions

This device is intended for home and office use in all EU countries (and other countries following
the EU directive 1999/5/EC) without any limitation except for the countries mentioned below:

Country Restriction Reason/remark
General authorization required for outdoor use and
Bulgaria None
public service
Outdoor use limited to 10 Military Radiolocation use. Refarming of the 2.4 GHz
France mW e.i.r.p. within the band band has been ongoing in recent years to allow current
2454-2483.5 MHz relaxed regulation. Full implementation planned 2012
If used outside of own premises, general authorization is
Italy None
required
General authorization required for network and service
Luxembourg None
supply(not for spectrum)
This subsection does not apply for the geographical area
Norway Implemented
within a radius of 20 km from the centre of Ny-Alesund
Russian Federation  None Only for indoor applications

Note: Please don’t use the product outdoors in France.
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Package Contents

The following items should be found in your package:
> AIP-W525H

> Power Adapter

> Quick Installation Guide

& Note:

Make sure that the package contains the above items. If any of the listed items are damaged or

missing, please contact your distributor.
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Chapter 1. Introduction
Thank you for choosing the AIP-W525H.

1.1 Overview

The AIP-W525H integrates 4-port Switch, Firewall, NAT-Router and Wireless AP. The AIP-W525H
delivers exceptional range and speed, which can fully meet the need of Small Office/Home Office
(SOHO) networks and users that demand higher networking performance.

Incredible Speed

The AIP-W525H provides up to 300M wireless connection with other 802.11n wireless clients. The
speed makes it ideal for handling multiple data streams at the same time ensuring your network
stability. It is compatible with all IEEE 802.11g and IEEE 802.11b products.

Multiple Security Protections

The multiple protection measures include SSID broadcast control and wireless LAN 64/128-bit
WEP encryption, Wi-Fi protected Access (WPA2- PSK, WPA- PSK), as well as advanced Firewall
protections. The AIP-W525H provides complete data privacy.

Flexible Access Control

AIP-W525H Router provides flexible access control for parents and network administrators to
establish restricted access policies for children or staff members. It also supports Virtual Server and
DMZ host. The network administrators can manage and monitor the network in real time with the

remote management function.

Simple Installation

Since the Router is compatible with virtually all the major operating systems, it is easy to manage
and operate. The Quick Setup Wizard is supported and detailed step by step instructions are in
this user guide. Before installing the Router, please look through the user guide to know all the

Router’s functions.
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1.2 Main Features

> |EEE 802.11n wireless technology to provide a wireless data rate of up to 300Mbps.

» One 10/100M Auto-Negotiation RJ45 WAN port, four 10/100M Auto-Negotiation RJ45 LAN
ports, supporting Auto MDI/MDIX.

> Provides WPA/WPA2, WPA-PSK/WPA2-PSK authentication, TKIP/AES encryption security.

» Shares data and Internet access for users, supporting Dynamic IP/Static IP/PPPOE Internet

access.
»  Supports Virtual Server, Special Application and DMZ host.
»  Supports UPnP, Dynamic DNS, Static Routing.
> Provides Automatic-connection and Scheduled Connection to the Internet on specified times.
» Connects Internet on demand and disconnects from the Internet when idle for PPPoE.
> Built-in NAT and DHCP server supporting static IP address distribution.
>  Supports Stateful Packet Inspection.
»  Supports VPN Passthrough.
>  Supports Parental Control and Access Control.
>  Provides 64/128-bit WEP encryption security and wireless LAN ACL (Access Control List).
>  Supports Flow Statistics.

»  Supports firmware upgrade and Web management.
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1.3 Panel Layout
1.3.1 The Front Panel
Figure 1-1 Front Panel sketch

The Router’'s LEDs and the WPS/Reset Button are located on the front panel (View from left to
right).

Name Status Indication
Power is off.
PWR off -
On Power is on.
SYS On Push the Reset button
Off The Wireless function is disabled or not active
WLAN - . -
Flashing The Wireless active
Off There is no device linked to the corresponding port.
WAN, on There is a device linked to the corresponding port but
1,2,3,4 (LAN) there is no activity.
Flashing There is an active device linked to the corresponding port.
A wireless device is connected to the network by WPS
Slow Flash . ) . .
function. This process will last for about 2 minutes.
A wireless device has been successfully added to the
WPS On network by WPS function. The LED will light up for about
5 minutes.
Quick Flash A wireless device failed to be added to the network by
WPS function.
Table 1-1 The LEDs Description
& Note:

1. After the device has been successfully added to the network by the WPS function, the WPS
LED will light up for about 5 minutes and then turn off.

2. Toreset the router, press the WPS/Reset Button and hold for more than five seconds.
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1.3.2 The Rear Panel

O R [ [ Y R =

LANS LANS LANZ LAN1 WAN DC12v ‘

Figure 1-2 Rear Panel sketch
The following parts are located on the rear panel (View from left to right).

> POWER: The Power socket is where you will connect the power adapter. Please use the
power adapter provided with the AIP-W525H.

> WAN: The WAN port is where you will connect the DSL/cable Modem, or Ethernet.
> 1,2,3,4 (LAN): Ports (1, 2, 3, and 4) to connect the Router to the local PC(s).

> Wireless antenna: To receive and transmit the wireless data.
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Chapter 2. Connecting the Router

2.1 System Requirements

> Broadband Internet Access Service (DSL/Cable/Ethernet)

» One DSL/Cable Modem that has an RJ45 connector (which is not necessary if the Router is
connected directly to the Ethernet.)

> PCs with a working Ethernet Adapter and an Ethernet cable with RJ45 connectors
»  TCPI/IP protocol on each PC

>  Web browser, such as Microsoft Internet Explorer, Mozilla Firefox or Apple Safari

2.2 Installation Environment Requirements

> Place the Router in a well-ventilated place away from any heater or heating vent
» Avoid direct irradiation of any strong light (such as sunlight)

> Keep at least 2 inches (5 cm) of clear space around the Router

>  Operating Temperature: -20°C~60C

»  Operating Humidity: 10%~90%RH, Non-condensing

2.3 Connecting the Router

Before installing the Router, make sure your PC is connected to the Internet through the
broadband service successfully. If there is any problem, please contact your ISP. Install the Router

according to the following steps. Don't forget to pull out the power plug and keep your hands dry.
1. Turn the power off for your PC, Cable/DSL Modem, and the Router.

2. Locate an optimum location for the Router. The best place is usually at the center of your

wireless network environment.
3. Adjust the direction of the antenna. Normally, upright is a good direction.

4. Connect the PC(s) and each Switch/Hub in your LAN to the LAN Ports on the Router, shown
in Figure 2-1. (If you have the wireless NIC and want to use the wireless function, you can

skip this step.)
5. Connect the DSL/Cable Modem to the WAN port on the Router, shown in Figure 2-1.

6. Connect the power adapter to the power socket on the Router, and the other end into an

electrical outlet. Press the power switch, and then the router will start to work.
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7. Turn the power on for your PC and Cable/DSL Modem.

H oo @

o

Switch/ Hubw

—

Intérnet

Figure 2-1 Hardware Installation of the AIP-W525H
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Chapter 3. Quick Installation Guide

This chapter will show you how to configure the basic functions of your AIP-W525H using Quick

Setup Wizard within minutes.

3.1 TCP/IP Configuration

The default IP address for AIP-W525H is 192.168.2.1. And the default Subnet Mask is
255.255.255.0. These values can be changed to your preference.

Connect the local PC to the LAN ports of the AIP-W525H. You can configure the IP address for

your PC with the following options.
» Configure the IP address manually

1) Set up the TCP/IP Protocol for your PC. If you need instructions as to how to do this,
please refer to Appendix B: Configuring the PC.

2) Configure the network parameters. The IP address is 192.168.2.xxx ("xxx" represents
any number from 2 to 254), Subnet Mask is 255.255.255.0, and Gateway is 192.168.2.1
(The Router's default IP address).

» Obtain an IP address automatically

1) Set up the TCP/IP Protocol in "Obtain an IP address automatically" mode on your PC.
If you need instructions as to how to do this, please refer to Appendix B: Configuring the
PC.

2) The built-in DHCP server will assign an IP address for the PC.

Now, you can run the Ping command in the command prompt to verify the network connection
between your PC and the Router. The following example is in Windows XP OS.

Open a command prompt, and type ping 192.168.2.1, and then press Enter.

> If the result displayed is similar to the Figure 3-1, it means the connection between your PC

and the Router has been established well.
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C:\WINDOWS\system32\cmd.exe

C=~>ping 192.168.2.1
Pinging 192.168.2.1 with 32 hytes of data:

Reply from 172.168.
Reply from 192.168.2.

.1: =32 time=1ims TIL=64
time{ims TIL=64

2
2
Reply from 192.168.%. by time<{ims TIL=64

Reply from 192_.168.2_1: hyte°—32 time<imsz TTL=64

ics f01 192.168.2.1:
: Eent 4, Received 4. Lost 8 <{Bx loss>,
pr10x1mate round t11p tlmea in m1111—second
Minimum = Bms. Maximum ims. Average =
Czn>,

Figure 3-1 Success result of Ping command
> If the result displayed is similar to the Figure 3-2, it means the connection between your PC
and the Router has failed.

C:AWINDOWS\system32\cmd.exe

C:\>ping 192.168.2.1
Pinging 192.168.2.1 with 32 bytes of data:
Destination host unreachable.
host unreachable.
host unreachable.
Destination host unreachable.

Ping statistics for 192.168.2.1:

Packets: Sent = 4. Received = B, Lost = 4 {188x loss).

HAS

Figure 3-2 Failure result of Ping command
To check the connection follow these steps:
1. Is the connection between your PC and the Router correct?

& Note:

The 1/2/3/4 LEDs of LAN ports which you link to on the Router and LEDs on your PC's adapter
should be lit.

2. Isthe TCP/IP configuration for your PC correct?

@& Note:

The Router's IP address is 192.168.2.1. Your PC's IP address must be within the range of
192.168.2.2 ~ 192.168.2.254.
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3.2 Quick Installation Guide

With a Web-based utility, it is easy to configure and manage AIP-W525H. The Web-based utility
can be used on any Windows, Macintosh or UNIX OS with a Web browser, such as Microsoft

Internet Explorer, Mozilla Firefox or Apple Safari.

1. To access the configuration utility, open a web-browser and type in the default address
http://192.168.2.1 in the address field of the browser.

| http/192.168.2.1 ~]

Figure 3-3 Log in the Router

A login window may pop up; leave the User Name and Password blank. Then click OK or

press Enter.

2. After successfully logging in, click the Quick Setup menu to quickly configure your Router.

Setup Wizard

The setop wizard will zuide yon to conflgme ancess point for ficst irme, Please follow the setop wizaod
step by step.

Welcome to Setap Wizard.
The Wizard will guide yon the throngh following steps. Begin by clicking on Mext.

setp Opemstion Mode
Choose wour Time Fone
setp LAN Infedare
Setp W AN Time Zone
Wireless LAMN Setting
Wireless Security Seting

B

Mext=z

Figure 3-4 Quick Setup

-10 -
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3. Click Next, and then Operation Mode page will appear, shown in Figure 3-5.

Operation Mode

o cam sstop different toodes to LAN and WLAN inteface for BIAT and beidging forction.

ﬂ' Gateway:

' Bridge:

Wireless [SP;

In this meode, the devicr is supposad bo connsct b intemet via ADELA skl
Meodero, The AT & enabled and FO5 in four LAN pocts shavs the same [F o
IEF thwough W AN pot. The conmection ype can be setp in WAN poge by
uging FFFOE, DHCF client, FFTP dient, L2 TP client o staric [

In this mods, all ethemed ports and wireless ntedace & beid ged ogether and.
MAT function iz disahled, Al the W AN melated function and firewall ane not

supportd,

I this sevoede, 2l ethemet ports s badged together and the wueless client will
comnect i ISP access paint. The MAT & enabled and PCs in ethemet pocs
share the same [P 40 [P throogh wireless LAN, Yo moust set the wineless 4
client mode ficst and commect 0 the ISP AP in Sie-Sorvey pags, The
comneciicn fype can be setnp in WAN page by wsing FFFOE, DHCP chent,
FFTF client, LITF client o static I,

Cancel ||-:-:Bad-: || ezt

Figure 3-5 Quick Setup - WAN Connection Type

The Router provides three popular ways Gateway, Bridge and Wireless ISP to connect to

the Internet. It's recommended that you make use of the Gateway function. If you are sure of

what kind of connection type your ISP provides, you can select the very type and click Next to

go on configuring.

4. If you are sure of what kind of NTP server your Router, you can select the very type and click

Next to go on configuring as shown in Figure 3-6.

Time Zone Setting

Yo can roaintiin the syt tire by synchronizing with 4 public time server over the Intemet,

[T Enable NTP client npdate
Antomatically Adjust Daylight Saving

Time Zone Select :
NTPF server :

I Zancel ”q:{Back H Next:a:b‘

Figure 3-6 Quick Setup - Time Zone Setting

-11 -



AIP-W525H

5. Confirm the IP address for your Router and click Next to continue configuration.

LAN Interface Setup

This page is vsed to confizure the pammaetes for local area network which conmects 10 the LAN port of
your Aocess Point, Here vou may change the setting for [P addesss, subnet mask, DHCE, et

IP Address: 19216821
Subnet Mask: 2552352350

| Canicel ||<:<Back || Mestz

Figure 3-7 Quick Setup - LAN Interface Setting

6. If you select Gateway, the Router provides six connection types for your ISP provides. Make

sure the cable is securely plugged into the WAN port before continuing.
a) If the connection type is PPPOE, then select it from drop down menu as shown below.
Enter the User Name and Password provided by your ISP, and click Next.

WAN Interface Setup

This page is vsed to configure the pararneters for Intemet network which connects to the WAN port of
wour Aocess Point, Here wou may change the access method to static [P, DHCF, FFPoE, FFTF or
LITF by click the item value of WAN Access type,

WAN Access Type: FFFoE v

User Mame:

Password:

| Canrel ||<:=:Back || Ment=

Figure 3-8 Quick Setup - WAN Interface Setting

» User Name/Password - Enter the User Name and Password provided by your ISP.
These fields are case sensitive. If you have difficulty with this process, please contact

your ISP.

-12 -
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b) If the connection type detected is DHCP Client, the next screen will appear as shown in
Figure 3-9. You can then proceed with the wireless configuration.

WAN Interface Setup

This page iz vsed o configure the pammetss for ntemet netwods which connects o the WAN port of
wour Acress Polnt, Here yon may change the access method o static [P, DHCF, PPFoE, FFTP ac
LITE by click the itero value of WAN Ancess type.

WAN Access Type:

DHCP Clisnt -

| Cancel ||<:<Back || Nextzz

Figure 3-9 Quick Setup - DHCP
c) If the connection type detected is Static IP, the next screen will appear as shown in

Figure 3-10.

WAN Access Type:
IP Address:

Subnet Mask:
Defaunlt Gateway:
DHNS :

WAN Interface Setup

Static: [P
0.00.0
0000
0000

-

This page is wsed o confizure the parmeters for Intemet networds which conmects to the W AN port of
yonr Acoess Point, Here von may change the arress method to static [P, DHCF, PFFPoE, FPTF or
L2TE by elick the itern value of WAN Access type,

| Cancel ||<cBack || Mexte

Figure 3-10 Quick Setup - Static IP

> |IP Address - This is the WAN IP address as seen by external users on the Internet

(including your ISP). Enter the IP address into the field.

» Subnet Mask - The Subnet Mask is used for the WAN IP address, usually

255.255.255.0.

» Default Gateway - Enter the gateway IP address into the box if required.

»> Primary DNS - Enter the DNS Server IP address into the box if required.

-13-
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7. Click Next to continue, the Wireless settings page will appear as shown in Figure 3-11.

Wireless Basic Settings

This page is vsed to configure the pemmmeters for wirless LAN cients which may connect 0 your

Access Polnt,

Band: 24 GHz (B+5+H) -
Mode: Client -
Metwork Type: Infrastooctore
SSID: AP-WA25

Channel Width:

ControlSideband:

Channel Number:

Enable Mac Clone (Single Ethemet Client)

| Canel ||<<Back || Next

Figure 3-11 Quick Setup — Wireless
> Band: Keep the default setting: 2.4GHz (B+G+N). If you just want to use a specific
protocol, please use the drop down menu to select it.

Mode: This field determines the wireless mode which the AIP-W525H works on.

Network Type: Keep the default setting: Infrastructure. If you just want to use another
operation mode, please use the drop down menu to select it.

> SSID: Create a unigue and easy way to remember the name of your wireless network.
You can also keep default settings without the device being affected.
> Channel Width - Select any channel width from the pull-down list. The default setting is

automatic therefore it can adjust the channel width for your clients automatically.

»> Channel Number- This field determines which operating frequency will be used. The
default channel is set to Auto allowing the AIP-W525H to choose the best channel
automatically. It is not necessary to change the wireless channel unless you notice

interference problems with another nearby access point.

-14 -
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Set your security preference then click the Finished button.

Wireless Security: Recommend to choose WPA-PSK/WPA2-PSK and enter a Security Key
using ASCII characters between 8 and 63 characters or 64 hexadecimal characters in the
PSK Password filed. For advanced settings, please refer to Section 4.6: “Wireless”.

>  WPA-PSK/WPA2-PSK - Select WPA based on pre-shared passphrase.
e PSK Password - You can enter ASCIl or Hexadecimal characters.

For ASCII, the key can be made up of any numbers from 0 to 9 and any letters from

A to Z, the length should be between 8 and 63 characters.

For Hexadecimal, the key can be made up of any numbers 0 to 9 and letters A to F,
the length should be between 8 and 64 characters.

Please note the key is case sensitive, therefore the upper and lower case keys will
affect the outcome. It is highly recommended to write down the key and all related

wireless security settings.

Wireless Security Setup

This page allows vou setp the wirdless security, Tum on WEF or WEPA by using Encryption. Eeys
conld prevent any unanthocized access w0 your wirsless netdods,

Encryption: Vong M

| Cancel ||=:<:Eiack ||F1.mshﬂ:l

Figure 3-12 Quick Setup - Finish

-15 -
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Chapter 4. Configuring the Router
This chapter will show each Web page's key functions and configuration.

4.1 Login

After successfully logging in, you will see the seven main menus on the left hand-side of the

Web-based utility. On the right, there are corresponding explanations and instructions.

*® Site contents:
B Setup Wizard
I :lpwratmn Mode

Figure 4-1 the main menu

The detailed explanations for each Web page’s key function are listed below.

4.2 Status

The Status page provides the current status information about the Router. All information is

read-only.

-16 -



Uptimne Odah:dm: 1%
Firmware Version v2.5.1 (EUSB+LMA
Build Time Fri Sep 16 18:02:001 EDT 2011
Wireless Confignration

Mode AF

Band 24 GHz (B+G+H)

L 1D ATP-W525

Channel Mumber 11

Encryption Diizahled

BSSID (0081 50l
Associated Clients 0

TCFAP Confignration

Attain IP Protocol Fixed IF

IP Address 192.168.2.1

Subnet Mask 255255 2550
Defanlt Gateway 192.168.2.1

DHCF Sexver Enahled

MAC Address (012345678 7h
Attain IP Protocol Getting [P frorm DHCF server...,
IF Address 00,0

Subnet Mask 0,000

Defanlt Gateway 00,0

MAC Address ek Bl S

4.3 Quick Setup

Figure 4-2 Router Status

Please refer to Section 3.2: "Quick Installation Guide".

4.4 WPS

This section will help guide you into adding a new wireless device to an existing network quickly

with the WPS (Wi-Fi Protect Setup) function.

a) Choose WPS from the Security menu in the next screen (shown in Figure 4-3).

-17 -
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Wi-Fi Protected Setup

This page allows wom to change the seting for WES (Wi-Fi Protected Setop), Using this featme oould 1=t
wour Wireless client avtornically s¥ncronize its seting and connect to the Access Point in a moinote without
any hassle,

[[1 Disable WPS
[y s ) (e

WPS Status: @ Configued.  UnConfignred
[ Eezet to UnConfigueed ]

Self-PTHN Mumbex: ATRESTRG

Push Button Confignration: Start FBC

Client PIN Number:

Current Key Info:

Clpen MNeme MNiA

Figure 4-3 WPS
»  WPS Status - Configure or Unconfigure the WPS function here.
>  Self-PIN Number - The current value of the Router's PIN is displayed here.

»> Push Button Configuration — Push this button to synchronize the Router and your Wi-Fi

adapter

» Client PIN Number — To synchronize the Wi-Fi adapter by entering adapter’s PIN.

b) To add a new device:

If the wireless adapter supports Wi-Fi Protected Setup (WPS), you can establish a wireless
connection between the wireless adapter and Router using either Push Button Configuration (PBC)
method or PIN method.

& Note:

To build a successful connection by WPS, you should also do the corresponding configuration of
the new device for WPS function.

Configuring a new device (ex. AWUSO036NHR), please follow the steps below.

Step 1: Press PBC button from the Wireless LAN Utility then the Wi-Fi Protected Setup — PBC

method will pop up and wait for an authentication.
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REALTEK 11n USB Wireless LAN Utility Wi-Fi Protected Setup - PBC method
RefreshiR)  Mode(M)  About{a)

= 1 MyComputer General | Profile | dwaiable Network | Status | Statistics | wiFi Protect Setup |_

<& Realek RTLE18E
i-Ei If there is mare than one AP on the PBC mode, there will be [Session
Wi-Fi Protected Setup (WPS) Owerlap].Please use PIN method or wait for a while and use PBC method again.

Wi-Fi Protected Setup - PBC method

An easy and secure setup solution for Wi-Fi network

Fin Input Config (PIN) _—
After pushing the PIM button.Flaase enter the PIN code into yor Status : Initial WPS ...

PIN Code : 274363 Complete [y

Pin Input Config (PIM)

Push Button Push Button Config (PBC) Cancel

After pushing the PBC button.Please push the physical button o
or visual button on the WPS config page.

’ Push Button Config (PBC) ]

Step 2: Press Start PBC button on your Router for authentication.
Start PBC successfully!

You have to run Wi-Fi Protected Setup in client within 2 minutes.

Step 3: Wait for a minute then you’ll discover your AWUSO036NHR is connected to AIP-W525
automatically.

AE&LTEE TTn LISH Wiraleee LAN LHility
Anrashif) Mool A

o Mo Bowid Flle | Ervolalie Hotrd | Soohn | Sigbrtiin | 'wivFi Proeot St
5 Puaakui ATLBLN

Stanen Amocted
Speect Ta: 10 Mbp: 32: 130 Hoos
T Infintnchns
Encorprion: Kora
SShE ARGWLS
Fagral Shengit |IIIII|l|||||“||"||||“||"||im

R e T T TR TTTTTTITTILT s

T Posss = 1] 100 Bk
1% 100
hdeirwrk: dacicies
MWD Acichen ;IO O 20 RS 2TE S0
= s CUILOLO
Subret Mk QDUOLD

Gabra;
Ftprw [P
< »
[7] Strw Trar b [ Dok skt o
1 R 08 T Wnclows Do Config
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4.5 TCP/IP Settings

'—"-' Site contents:
= |

Setup Wizard
Operation Mode

B LAN Interface
B WAN Interface
M Firewall
QoS
-l Management

Figure 4-5 The Network Menu

There are two submenus under the TCP/IP Settings menu (shown in Figure 4-5): LAN Interface,
and WAN Interface. Click any of them, and you will be able to configure the corresponding

function.
451 LAN

Choose menu “TCP/IP Settings — LAN”, to configure the IP parameters of the LAN on the

screen as shown below.

v

LAN Interface Setup

This paee is wsed w0 configre the parameters for local ares netwrods Which conmects to the LA port of
wonr A Point, Here vou maay change the setting for IP addresss, subnet mask, DHCE, et

IP Address: 192.168.2.1

Subnet Mask: 355.255.255.0

Default Gateway: 0000

DHCP: Server -

DHCP Client Range: 1921682100 - 1921682200 [ Show Cliemt |
DHCP Lease Time: 180 (g 10080 aimwes)

Static DHCP: [ SetSwicDHCP |

Domain Name: Realiek

802.1d Spanning Tree: Disabled
Clone MAC Address: (00000000000

(Gl | (R

Figure 4-6 LAN Interface

IP Address - Enter the IP address of your Router or reset it in dotted-decimal notation
(factory default: 192.168.2.1).

Subnet Mask - An address code that determines the size of the network. Normally used,
255.255.255.0 as the subnet mask.
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& Note:

If you change the IP Address of LAN, you must use the new IP Address to log into the Router.

If the new LAN IP Address you set is not in the same subnet, the IP Address pool of the DHCP
server will change accordingly at the same time, while the Virtual Server and DMZ Host will
not take effect until they have been re-configured.

Default Gateway - Enter the gateway IP address in dotted-decimal notation provided by your
system administrator.

DHCP — Select Disabled, Client or Server in different operation mode for AIP-W525H

DHCP Client Range - Fillin the start IP address and end IP address to allocate a range of IP
addresses; client with DHCP function set will be assigned an IP address automatically.

Show Client — Press open to active the DHCP Client Table window that shows the active
clients with their assigned IP address, MAC address and time expired information. [Server

mode only]
DHCP Lease Time — Amount of time the IP address is leased for.

Set Static DHCP - Manual setup Static DHCP IP address for specific MAC address. [Server
mode only]

Domain Name - Assign Domain Name and dispatch to DHCP clients [optional]

802.1d Spanning Tree - Enable or disable the IEEE 802.1d Spanning Tree function from

pull-down menu.

Clone MAC Address - Fillin the MAC address for the MAC address to be cloned.
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45.2 WAN Interface

Choose menu “TCP/IP Settings — WAN?”, you can configure the IP parameters of the WAN on

the screen shown below.

YV V V VY V V

A\

This page is used o configure the pammeters for Intemet netwock which connects 10 the WAN port of vour Aocess
Point, Here wou may change the access method, to static [P, DHCF, FPFoE, PPTF, USE3G or L2TF by click the
itern value of WA Acoess type,

WAMN Access Type: Static [P -

TP Address: 172111

Subnet Mask: 255,255,250

Default Gateway: 17211254

MTU Size: 1500 {1400-1500 bytes)
DNS 1:
DN 2:
DNS 3:

Clone MAC Addvess: 000000000000
Enable nPNP
¥| Enable IGMP Proxy
Enable Ping Access on WAN
Enable Web Server Access on WAN
+| Enable IPsec pass throngh on VPN connection
¥/| Enable FPTP pass throngh on VPN connection
¥| Enable L2TP pass throngh on VPN connection
Enable IPvé pass throngh on VPN connection

Figure 4-7 WAN - Static IP

Clone MAC Address - Fillin the MAC address for the MAC address to be cloned

Enable uPNP - Click the checkbox to enable uPNP function.

Enable IGMP Proxy - Click the checkbox to enable IGMP proxy

Enable Ping Access on WAN - Click the checkbox to enable WAN IGMP response.

Enable Web server Access on WAN - Click the checkbox to enable web configuration from
Enable IPsec pass through on VPN connection - Click the checkbox to enable IPSec
packet pass through

Enable PPTP pass through on VPN connection - Click the checkbox to enable PPTP
packet pass through

Enable L2TP pass through on VPN connection - Click the checkbox to enable L2TP packet
pass through
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If your ISP provides a static or fixed IP Address, Subnet Mask, Gateway and DNS setting,

select Static IP. The Static IP settings page will appear, shown in Figure 4-7.
> |IP Address - Enter the IP address in dotted-decimal notation provided by your ISP.

> Subnet Mask - Enter the subnet Mask in dotted-decimal notation provided by your ISP,
usually 255.255.255.0.

> Default Gateway - (Optional) Enter the gateway IP address in dotted-decimal notation
provided by your ISP.

» MTU Size - The normal MTU (Maximum Transmission Unit) value for most Ethernet
networks is 1500 Bytes. It is not recommended that you change the default MTU Size
unless required by your ISP.

> DNS 1/DNS 2/DNS 3 - (Optional) Enter one or two DNS addresses in dotted-decimal
notation provided by your ISP.

Click the Apply Changes button to save your settings.

If your ISP provides the DHCP service, please choose DHCP Client type, and the Router will
automatically get IP parameters from your ISP (shown in Figure 4-8).

This page s used o configne the pammetes for Infemet network which connects o the WAN port of wour Access
Point, Hewe yon may change the access method to static I, DHCF, FFPoE, FFTE, USE3G or LATP by click the
itern valne of WA Aocess type,

WAN Access Type: DHCF Client

Host Mame:

MTU Size: 1452 (1400-1462 bytes)
Attain DNS Antomatically
@ Set DNS Manually
DNS 1:
DNS 2:
DNS 3:

Figure 4-8 WAN — Dynamic IP
Host Name — Enter the host name provided by your ISP, default value is blank.

MTU Size - The normal MTU (Maximum Transmission Unit) value for most Ethernet networks
is 1500 Bytes. It is not recommended that you change the default MTU Size unless required
by your ISP.

Attain DNS Automatically — Receives DNS address automatically from the ISP.

Set DNS Manually - If your ISP gives you one or two DNS addresses, select Set DNS
Manually and enter the primary and secondary addresses into the correct fields. Otherwise,

the DNS servers will be assigned dynamically from your ISP.
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& Note:

If you find an error message on the website after entering the DNS addresses, it is likely that

your DNS server has been set up improperly. You should contact your ISP to get DNS server
addresses.

If your ISP provides a PPPoE connection, select PPPoE option and enter the following
parameters (Figure 4-9):

WAN Interface Setup

This page is nsed o configue the prammeters for Infemet networ which connects to the W AN port of your Aocess
Foint, Hem wou may chanze the access method to static IP, DHCF, FPRGE, FETE, TURE3G o LITP by click the
itern value of WAN Acoess type,

Connection Type: Comtinugns -
Idle Time: 1-1000 rainutes)

@ Attain DNS Antomatically
Set DMS Manually

DHNE 1:
DNS 2:
DHNE 3:

Figure 4-9 WAN - PPPoE
User Name/Password - Enter the User Name and Password provided by your ISP. These
fields are case-sensitive.

Service Name - The service name should not be configured unless you are sure it is
necessary for your ISP. In most cases, leaving these fields blank.
Connection Type

e Continuous — Continuous connection type means to setup the connection through
PPPoE protocol whenever this WLAN Broadband Router is powered on.

e Connect on Demand - In this mode, the Internet connection can be terminated
automatically after a specified inactivity period (Max Idle Time) and be re-established

when you attempt to access the Internet again.

° Manual - You can click the Connect/Disconnect button to connect/disconnect
immediately. This mode also supports the Max Idle Time function as Connect on

Demand mode. The Internet connection can be disconnected automatically after a
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specified inactivity period and re-established when you attempt to access the Internet

again.

Caution: Sometimes the connection cannot be terminated although you specify a time
to Max Idle Time because some applications are visiting the Internet continually in the
background.
Idle Time - If you want your Internet connection to be active constantly, please enter “0” in the
Max Idle Time field. Otherwise, enter the number of minutes you want to have elapsed before
your Internet access disconnects.

MTU Size - The default MTU size is “1480” bytes. It is not recommended that you change the
default MTU Size unless required by your ISP.

Attain DNS Automatically — Receives DNS address automatically from the ISP.

Set DNS Manually - If your ISP gives you one or two DNS address, select Set DNS
Manually and enter the primary and secondary addresses into the correct fields. Otherwise,

the DNS servers will be assigned dynamically from your ISP.

& Note:

If you find an error on the website after entering the DNS addresses, it is likely that your DNS
server has been set up improperly. You should contact your ISP to get DNS server

addresses.

Click the Apply Changes button to save your settings.

-25-



AIP-W525H

4. If your ISP provides PPTP connection, please select PPTP option and enter the following

parameters (Figure 4-11):

WAN Interface Setup

This page is vsed o configure the parametess for Intemet network which connects o the WAN port of your Access
Foint. Here you may change the apcess method #o static IF, DHCF, FFFoE, FETP, USE3G or L2TF by click the
ftern valug of WAN Aoress type,

WAN Access Type: FFTP -

IP Address: 172112

Subnet Mask: 2552552550

Server [P Address: 172111

User Name:

Password:

Connection Type: Continuous -

Idle Time: : {1-1000 roinmtes)
MTU Size: 1460 {1400- 1460 byes)

] Request MPPE Encryption | | Request MPPC Compression

@ Attain DMS Auntomatically
_ Set DNS Manually

DHNS 1:

DNS 2:

DHS 3:

Figure 4-11 L2TP Settings
> User Name/Password - Enter the User Name and Password provided by your ISP. These

fields are case-sensitive.

» Dynamic IP/ Static IP - Choose either as you are given by your ISP and enter the ISP’s IP

address or the domain name.

If you choose static IP, enter the domain name and enter the DNS assigned by your ISP. Click
the Save button.

Click the Connect button to connect immediately. Click the Disconnect button to disconnect

immediately.

» Connection Type —

® Connect on Demand - You can configure the Router to disconnect from your Internet
connection after a specified period of inactivity (Max Idle Time). If your Internet
connection has been terminated due to inactivity, Connect on Demand enables the
Router to automatically re-establish your connection as soon as you attempt to access
the Internet again. If you wish to activate Connect on Demand, check the radio button.

If you want your Internet connection to remain active at all times, enter “0” in the Max

- 26 -



AIP-W525H

Idle Time field. Otherwise, enter the number of minutes you want to have elapsed before

your Internet connection terminates.

® Continuous - Connect automatically after the Router is disconnected. To use this option,

check the radio button.

® Connect Manually - You can configure the Router to connect or disconnect manually.
After a specified period of inactivity (Max Idle Time), the Router will disconnect from
your Internet connection. You will not be able to re-establish your connection
automatically when attempting to access the Internet again. To use this option, click the
radio button. If you want your Internet connection to remain active at all times, enter "0"
in the Max Idle Time field. Otherwise, enter the number in minutes that you wish to have

the Internet connecting last unless a new link is requested.

Caution: Sometimes the connection cannot be disconnected although you specify a time to Max

Idle Time because some applications are visiting the Internet continually in the background.

Click the Save button to save your settings.
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5. If your ISP provides L2TP connection, please select L2TP option. Enter the following
parameters (Figure 4-12):

WAN Interface Setup

Thiz page is vsed to condigure the pararneters for Internet netecork which connects 10 the WA port of your Access
Feint. Here you may change the access method to static [F, DHCE, FFFoE, FPTF, USE3G or L2TF biv click the
itern valve of WAN Aoress tvpe,

WAN Access Type: L2TF -

IP Address: 172112

Subnet Mask: 2552552550

Server IP Address: 172111

User Name:

Password:

Connection Type: Continuons -

Idle Time: - (1-1000 minutes)
MTU Size: 1460 (1400- 1460 bytes)

9 Attain DNS Automatically
' Set DNS Manvally

DHNS 1:

DNS 2:

DNS 3:

Figure 4-12 L2TP Settings
> User Name/Password - Enter the User Name and Password provided by your ISP. These
fields are case-sensitive.

> Dynamic IP/ Static IP - Choose either as you are given by your ISP. Click the Connect button

to connect immediately. Click the Disconnect button to disconnect immediately.

» Connection Type —

® Connect on Demand - You can configure the Router to disconnect from your Internet
connection after a specified period of inactivity (Max Idle Time). If your Internet
connection has been terminated due to inactivity, Connect on Demand enables the
Router to automatically re-establish your connection as soon as you attempt to access
the Internet again. If you wish to activate Connect on Demand, check the radio button.
If you want your Internet connection to remain active at all times, enter 0 in the Max Idle
Time field. Otherwise, enter the number of minutes you want to have elapsed before

your Internet connection terminates.

® Continuous - Connect automatically after the Router is disconnected. To use this option,
check the radio button.
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® Connect Manually - You can configure the Router to connect or disconnect manually.

After a specified period of inactivity (Max Idle Time), the Router will disconnect from
your Internet connection, and you will not be able to re-establish your connection
automatically when attempting to access the Internet again. To use this option, check the
radio button. If you want your Internet connection to remain active at all times, enter "0"
in the Max Idle Time field. Otherwise, enter the number of minutes that you wish to have
the Internet connecting last unless a new link is requested.

Caution: Sometimes the connection cannot be disconnected although you specify a time to Max

Idle Time, because some applications are visiting the Internet continually in the background.

Click the Save button to save your settings.
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4.6 Wireless

Basic Settings
Advanced Settings

Site Survey
WPS
I Schedule

Figure 4-15 Wireless menu

There are eight submenus under the Wireless menu (shown in Figure 4-15): Basic Settings,

Advanced Settings, Security, Access Control, WDS Setting, Site Survey, WPS, and

Schedule. Click any of them, and you will be able to configure the corresponding function.

4.6.1 Basic Settings

Choose menu “Wireless — Basic Settings”, you can configure the basic settings for the

wireless network on this page.

Wireless Basic Settings

This page s wsed 4o confignme the parrmeters for wirless LAN clients which moay conmerct 10 wour
Access Point, Here vom may change wireless encryption setings 25 well as wircless netdrork paramnetes,

Disable Wireless LAN Interface
Band: 24 CHz B+341) =

Mode: AP - [ Multiple 4P |
Metwork Type:

$SID: AP-W525

Channel Width: 40MHz -

Control Sideband: Uprer ~

Channel Number: 1 -

Broadcast SSID: Enabled ~

WhIM:

Data Rate: Ao

Associated Clients: | Show Active Clients |

Enable Mac Clone (Single Ethemet Client)
Enable Universal Repeater Mode (Acting as AP and client simnmltaneonly)

SSID of BExtended Intecface:

(Pl G [

Figure 4-16 Wireless Settings
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Band - Select the desired protocol. The default setting is 2.4GHz (B+G+N).

2.4GHz (B) - Select if all of your wireless clients are 802.11b.

2.4GHZ (G) - Select if all of your wireless clients are 802.11g.

2.4GHz (N) - Select if all of your wireless clients are 802.11n.

2.4GHz (B+G) - Select if you are using both 802.11b and 802.11g wireless clients.
2.4GHz (G+N) - Select if you are using both 802.11g and 802.11n wireless clients.
2.4GHz (B+G+N) — Select if you are using a mix of 802.11b, 11g, and 11n wireless clients.

Mode - Select the desired wireless mode. AIP-W525H offers AP, Client, WDS, and AP +
WDS. When 802.11g mode is selected, only 802.11g wireless stations can connect to the
Router. When 802.11n mode is selected, only 802.11n wireless stations can connect to the
AP. Itis strongly recommended that you set the Mode to 2.4GHz (B+G+N) and all of 802.11b,

802.11g, and 802.11n wireless stations can connect to the Router.

Network Type - After network mode is selected to “Client” set network type as

infrastructure or Ad-Hoc.

SSID - Enter a value of up to 32 characters. The same name of SSID (Service Set Identification)
must be assigned to all wireless devices in your network. Considering your wireless network

security.

Channel width - Select the channel width from the pull-down list. The default setting is
40MHz.

& Note:

If 2.4GHz (B), 2.4GHz (G), or 2.4GHz (B+G) is selected in the Mode field, the Channel
Width selecting field will disappear and the value will become 20M, which is unable to be

changed.
Control Sideband - Select the sideband with upper or lower for channel width 40MHz.

Channel Number- This field determines which operating frequency will be used. The default
channel is CH11. You can set to Auto where the AP will choose the best channel
automatically, it is not necessary to change the wireless channel unless you notice
interference problems with another nearby access point.

Broadcast SSID - When wireless clients survey the local area for wireless networks to

associate with, they will detect the SSID broadcast by the Router. If you select Enable for
Broadcast SSID then Router will broadcast its name (SSID) on the air.

WMM - Click on Enable or Disable Wireless Multimedia (WMM).

Data Rate - Select transmission data rate from pull-down menu. Data rate can be auto
select, 1M to 54Mbps or MCS. The default option is AUTO.
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Associate Clients - Click Show Active Clients button to open Active Wireless Client Table
that shows the MAC address, transmit-packet, receive-packet and transmission-rate for
each associated wireless client.

Enable Mac Clone (Single Ethernet Client) — Copy your system’s NIC MAC address as
wireless client's MAC address, this function only works if Client mode is selected.

Enable Universal Repeater Mode - Check to enable Universal Repeater Mode where
Router acts as AP and client simultaneously in this mode).

SSID for Extended Interface — Assign a SSID when Universal Repeater Mode is enabled.

4.6.2 Advanced Settings

Choose menu “Wireless — Security”, you can configure the security settings of your wireless

network.

Wireless Advanced Settings

These setting: are ondy for moooe technically advanced wsers whe have a sufficient knowled g2 abot
wireless LAM., These settings should not be changed vnless you know what effect the changes will have
om Yo Aocess Point,

Fragment Threshold: 2346 (256-2346)

RTS Threshold: 2347 0-2347)

Beacon Interval: 100 (201024 mms)
Preamble Type: @ Long Presmble ) Short Preamble
IAPP: @ Enabled O Disakled
Protection: Enabled @ Disabled
Aggegation: @ Enabled Disabled

Short GI: ® Engbled O Disalled

WLAN Partition: Enabled @ Disakled

STBC: Enabled @ Disabled

20/40MHz Coexist: Enabled @ Diisakbled

RF Output Power: @0% Oms O O 15%

| ApplyChangss | | Reset |

Fragmentation Threshold - This value is the maximum size determining whether packets
will be fragmented. Setting the Fragmentation Threshold too low may result in poor network
performance due to excessive packets, 2346 is the recommended default setting.

RTS Threshold - Here you can specify the RTS (Request to Send) Threshold. If the packet is
larger than the specified RTS Threshold size, the Router will send RTS frames to a particular

receiving station and negotiate the sending of a data frame. The default value is 2346.
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> Beacon Interval - Enter a value between 20-1000 milliseconds for the Beacon Interval. The

beacons are the packets sent by the Router to synchronize a wireless network. Beacon
Interval value determines the time interval of the beacons. The default value is 100.

4.6.3 Security

Choose menu “Wireless — Security”, you can configure the security settings of your wireless

network.

There are four wireless security modes supported by the Router: WEP (Wired Equivalent Privacy),
WPA (Wi-Fi Protected Access), WPA2 (Wi-Fi Protected Access 2), WPA-Mixed (Pre-Shared Key

or Enterprise).

Wireless Security Setup

This page allows yon setp the wircless security, Tum on WEF or WEA by using Encryption Eevs oould prevent
any unanthorized access o your wireless netwodk,

Select SSID-  RootAP- AP-WS25 « | ApplyChangss | | Reset

Encryption:

802.1x Anthentication:

Figure 4-18 Wireless Security
» Disable - If you do not want to use wireless security, check this radio button. It's strongly
recommended to choose one of the following modes to enable security.
» WEP - Itis based on the IEEE 802.11 standard. If you check this radio button, you will find a
notice in red as shown in Figure 4-19.
Wireless Security Setup

This page allows you setup the wirless security, Tom on WEP or WEA by vsing Encryption Eeys could prevent
any umanthorized access to vour wireless netwodk,

Select SSID:  RootAP-AP-W525 + [ ApplyChangss | |[Reset]

Encryption: WEP -

802.1x Anthentication:

Aunthentication: Oren Systern ) Shared Key @ Anto
Key Length: El-kit -
Key Format: Hex (10 characters) =
E N |Cl-0[l KE}': a2 SR e RS SN g
Figure 4-19
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802.1x Authentication — Check to enable 802.1x authentication via RADIUS server.

Authentication - You can choose the type for the WEP security on the pull-down list. The
default setting is Auto, which can select Shared Key or Open System authentication type

automatically based on the wireless station's capability and request.

Key Length - You can select the WEP key length (64-bit, or 128-bit) for encryption.

64-bit - You can enter 10 hexadecimal digits (any combination of 0-9, a-f, A-F, zero key is
not recommended) or 5 ASCII characters.

128-bit - You can enter 26 hexadecimal digits (any combination of 0-9, a-f, A-F, zero key is
not recommended) or 13 ASCII characters.

& Note:

If you do not set the key, the wireless security function will still be disabled even if you have
selected Shared Key as Authentication Type.

Key Format - Hexadecimal and ASCII formats are provided here. Hexadecimal format
stands for any combination of hexadecimal digits (0-9, a-f, A-F) in the specified length.

ASCII format stands for any combination of keyboard characters in the specified length.

Encryption Key - Select which of the four keys will be used and enter the matching WEP
key you have created. Make sure these values are identical on all the wireless stations in
your network.

Radius Server IP Address - Enter the IP address of the Radius server, if 802.1x

Authentication is selected.

Radius Server Port - Enter the port number of the Radius server, if 802.1x Authentication

is selected.

Radius Server Password - Enter the password for the Radius server, if 802.1x
Authentication is selected.

Be sure to click the Apply Changes button to save your settings on this page
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» WPA - It's the WPA authentication type based on pre-shared passphrase or RADIUS server.

Wireless Security Setup

This page allows you. setup the wieless secucty, Tom on WEF or WPA by vsing Encryption Eevs oould prevent
any nmanthorized aocess o your wirsless netwodk,

Select SSID:  Root&P- AP-W525 » | Apply Changes | | Reset|
Encryption: -
Anthentication Mode: Enterpeise (RADTUSY @ Pesona] (Pre-Shared Eev)
WPA Cipher Swite: TEIF ¥ AES
Pre-Shared Key Format: Pazsphrase -
Pre-Shared Key:
Figure 4-20

e Authentication Mode - You can choose either Enterprise (RADIUS) or Personal
(Pre-Shared Key). The default setting is Personal (Pre-Share Key), it's a passphrase
between 8 and 63 characters. Enterprise (RADIUS), is an authentication via RADIUS
server.

¢ WPA Cipher Suite - When WPA is set as the Authentication Type, you can select TKIP or
AES or AUTO if both encryptions are checked.

e Pre-Shared Key Format - You can enter chose either Passphrase (8 ~ 63 characters) or
HEX(64 Characters).

e Pre-Shared Key - Enter the matching WEP key you created. Make sure these values are

identical on all the wireless stations in your network.

e Radius Server IP Address - Enter the IP address of the Radius server, if Enterprise
(RADIUS) is selected.

e Radius Server Port - Enter the port number of the Radius server, if Enterprise (RADIUS)
is selected.

e Radius Server Password - Enter the password for the Radius server, if Enterprise
(RADIUS) is selected.

Be sure to click the Apply Changes button to save your settings on this page.
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» WPA2 - Authentication type based on pre-shared passphrase or RADIUS server.

Wireless Security Setup

This page allows wou setp the wireless secordty, Tum on WEF or WEA by using Enerypticn Eeys oould prevent
any nnauthorized a00ess 10 Your wireless network,

Selpct SSID-  FootAP- AIP-WS25 » | Apply Changess | | Reset|
Encryption: WPAZ -
Anthentication Mode: Enterprise (RADTUS) @ Pesonal (Pre-Shared Key)
WPA2 Cipher Suite: TEFP V] AES
Pre-Shared Eey Fornat:  Passphrase -
Pre-Shared Eey:
Figure 4-21

e Authentication Mode - You can choose either Enterprise (RADIUS) or Personal
(Pre-Shared Key). The default setting is Personal (Pre-Share Key), it's a passphrase
between 8 and 63 characters. Enterprise (RADIUS), is an authentication via RADIUS
server.

¢ WPA2 Cipher Suite - When WPAZ2 is set as the Authentication Type, you can select TKIP
or AES or AUTO if both encryption is checked..

e Pre-Shared Key Format - You can enter either Passphrase (8 ~ 63 characters) or HEX
(64 Characters).

e Pre-Shared Key - Enter the matching WEP key that you’ve create. Make sure these values

are identical on all the wireless stations in your network.

e Radius Server IP Address - Enter the IP address of the Radius server, if Enterprise
(RADIUS) is selected.

e Radius Server Port - Enter the port number of the Radius server, if Enterprise (RADIUS)
is selected.

e Radius Server Password - Enter the password for the Radius server, if Enterprise
(RADIUS) is selected.

Be sure to click the Apply Changes button to save your settings on this page.
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» WPA-Mixed - Authentication type based on pre-shared passphrase or RADIUS server.
Wireless Security Setup

This page allows vou setp the wWincless security, Tom on WEE or WEA by wsing Encovption Eevs could prevent
any nmanthorized aocess o your wisless netwo,

Select SSID:  Root&P- AP-W535 » | Apply Changes | | Reset|
Enﬁ}l‘p‘u-on: WEA-Mied -
Anthentication Mode: ® Enterpuise (RADIUS) O Perscnal (Pre-Shared Kew)
WPA Cipher Suite: TEP [¥] AES
WPA2 Cipher Suite: TEF [¥] AFS

RADIUS Server IP Address:
RADIUS Secver Port: 1812
RADIUS Server Password:

Figure 4-22
e Authentication Mode - You can choose either Enterprise (RADIUS) or Personal
(Pre-Shared Key). The default setting is Personal (Pre-Share Key), it is a passphrase
between 8 and 63 characters. Enterprise (RADIUS) is an authentication via RADIUS
server.

¢ WPA Cipher Suite - When WPA is set as the Authentication Type, you can select either
TKIP or AES as Encryption.

¢ WPA2 Cipher Suite - When WPAZ2 is set as the Authentication Type, you can select either
TKIP or AES as Encryption.

e Pre-Shared Key Format - You can enter either Passphrase (8 ~ 63 characters) or HEX
(64 Characters).

e Pre-Shared Key - Enter the matching WEP key that you have create. Make sure these
values are identical on all the wireless stations in your network.

e Radius Server IP Address - Enter the IP address of the Radius server, if Enterprise
(RADIUS) is selected.

e Radius Server Port - Enter the port number of the Radius server, if Enterprise (RADIUS)

is selected.

e Radius Server Password - Enter the password for the Radius server, if Enterprise
(RADIUS) is selected.

Be sure to click the Apply Changes button to save your settings on this page.
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4.6.4 Access Control

Choose menu “Wireless — Access Control”, you can control the wireless access by configuring
the Wireless Access Control function, shown in Figure 4-23.

Wireless Access Control

I wou chocse "Allewed Listed ) only those clients whose wirdless MAC addresses are in the acress
oomtrod st will be able to commert to vour Acress Point, When Deny Listed' is selected, these wirless
cliemts om the list will not be able to connect the Access Point,

Wireless Access Control Mode:  Disablz M

MAC Address: Commment:

(s Gl | (R

Current Access Control List:

~ MACAddess  Commemt  Select

Figure 4-23 Wireless Access Control

To allow wireless users by MAC Address, click Allow Listed, or prohibited wireless users by MAC
Address by click Deny Listed. The default setting is Disable.

>

>

MAC Address - The wireless station's MAC address that you want to filter.
Comment - A simple description of the wireless station.
Be sure to click the Apply Changes button to save your settings on this page

Current Access Control List - Displays the registered clients that are allowed to link to this
WLAN Broadband Router.
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4.6.5 WDS Settings

Choose menu “Wireless — WDS Settings”, you can configure the advanced settings of your

wireless network.

WDS Settings

Wireless Distedbution S¥stern vses wireless media 1o coraroomicate with other AFs, like the Ethemet
does, Todo this, you must set these APs in the sare channel and set MAC addess of other APs which
won Want 0 cornrounicate With in the tahle and then enakle the WS,

Enable WDS

MAC Address:
Data Rate:
Comment:

Current WD AP List:

Figure 4-24 Wireless Advanced

To add wireless AP by MAC Address, click Enable WDS.

» MAC Address - The wireless station's MAC address that you want to add.

» Data Rate -

Select transmission data rate from the drop down menu. Data rate can be

auto-selected, 1Mbps to 54Mbps or MCS.

» Set Security - There are two wireless security modes supported by the WDS: WEP (Wired
Equivalent Privacy), and WPA2 (Wi-Fi Protected Access 2).

WDS Security Setup

This page allows wou setup the wireless secndty for WS, When enabled, you mnst make sure gach
WDS device has adopted the same encryption algorithm and Eey,

Encryption: Home -
WEP Eey Format:

WEP Key:

Pre-Shared Key Format:

Pre-Shared Key:

(Ao s ) (R

® Encryption — Use drop down menu to configure WDS security, you can select it from
None, WEP 64-bits, WEP 128-bits, or WPA2 (AES).
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® WEP Key Format — Hexadecimal and ASCII formats are provided here. Hexadecimal
format stands for any combination of hexadecimal digits (0-9, a-f, A-F) in the specified
length. ASCII format stands for any combination of keyboard characters in the specified
length. 64-bit - You can enter 10 hexadecimal digits (any combination of 0-9, a-f, A-F,
zero key is not promoted) or 5 ASCII characters. 128-bit - You can enter 26 hexadecimal
digits (any combination of 0-9, a-f, A-F, zero key is not promoted) or 13 ASCII
characters.

® Encryption Key - Select which of the four keys will be used and enter the matching
WEP key that you create. Make sure these values are identical on all wireless stations in
your WDS network

® Pre-Shared Key Format - You can enter chose either Passphrase (8 ~ 63 characters)
or HEX(64 Characters).

® Pre-Shared Key - Enter the matching WEP key that you create. Make sure these values
are identical on all wireless stations in your WDS network

Comment - A simple description of the wireless station.

Be sure to click the Apply Changes button to save your settings on this page

Current WDS AP List - Displays the registered APs that are allowed to link to this WLAN
Broadband Router.
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4.6.6 Site Survey

Choose menu “Wireless — Site Survey”, you scan and connect nearby APs when operate at
client mode.
Wireless Site Survey

This page provides ool 40 sean the wirdless networzs, I any Access Point or IBES is found, won conld
choose to connect it manmally when client mode is enabled,

—_-_---
MikraTik 0clica 504002 |1 (B4) AP o @)

> SSID(to be WDS) - The SSID of the AP your Router is going to connect to as a client. You
can also use the search function to select the SSID to join.

> BSSID(to be WDS) - The BSSID of the AP your Router is going to connect to as a client.
You can also use the search function to select the BSSID to join.

» Channel - This field displayed operating frequency of the AP your Router is going to connect

to as a client.
» Type — Type of the AP your Router is going to connect to as a client, AP or AD-HOC.
> Encryption — Shows encryption type of the AP your Router is going to connect to as a client.

»  Signal — Shows the signal strength of the AP your Router is going to connect to as a client.

-41 -



AIP-W525H

4.6.7 WPS

Choose menu “Wireless — WPS”, where you to add a new wireless device to an existing
network quickly.

Wi-Fi1 Protected Setup

This page allows yom o change the seting for WES (Wi-Fi Protected Setup), Using this festure conld et
wour Wireless client antoraically syncromize its seting and connect 10 the Access Point in 2 minote without
any hassle,

Disable WPS
| Apply Changes | | Reset |

Self-PIN Mumber: AFEEUTRQ
PIM Configuration: | Start PIN |
Push Button Configaration: | Start PBC |

>  Self-PIN Number - The current value of the Router's PIN is displayed here.
> PIN Configuration - You will need to enter Self-PIN Number into adapter’'s configuration
utility or on the adapter itself. Press the Start PIN button on the router and on the adapter.

Note: You will have two minutes to push the PIN button on the router and device(s) you want
to connect.

» Push Button Configuration - You will need an adapter that supports it via a utility or on the
adapter itself. Press the Start PBC button on the router and on the adapter.

Note: You will have two minutes to push the PIN button on the router and device(s) you want
to connect.
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4.6.8 Schedule

Choose menu “Wireless — Schedule”, time period allowed for the PC controlled to access the
Internet.
Wireless Schedule

This page allews you setop the wireless schedvle mle, Flease do not forget to configure systemn time befiore enable this featoe,

[] Enable Wireless Schedule

o v (o) (rin) (hom) (i)
s v (how) (rin) (how) (i)
S v (hour) {nin) {(hour) {zoain)
S - fhou) {rnin) tho) {mnin]
S - fhou) {rnin) tho) {mnin]
S - fhou) {rnin) tho) {mnin]
S - {how) {ron) (hour) {rcain)
S - {(hour) {roin) {hou) {rrvin)
Sun A\ (hour) {nin) (hour) eib]
fm o~ Gow) (o) fow) | Grin)

Figure 4-25 Schedule
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4.7 Firewall

| Port Filtering
| IP Filtering
| MAC Filtering

| Port Forwarding
| URL Filtering

| DMZ

| VLAN

Figure 4-26 The Firewall menu

There are seven submenus under the Firewall menu (shown in Figure 4-26), Port Filtering, IP
Filtering, MAC Filtering, Port Forwarding, URL Filtering, DMZ, and VLAN. Click any of them,
and you will be able to configure the corresponding function.

4.7.1 Port Filtering

Choose menu “Firewall — Port Filtering”, you can control the wireless access by configuring
the Port Filtering function as shown in Figure 4-27.

Port Filtering

Entries in this table s vsed 0 restdot certiin tvpes of dats packets fromo wour local netwods 0 Intemet
thromgh the Cateway, Use of such filties can be helpfol in securing or mestricting vour local netwodk,

Enable Port Filtering
Port Range: - Protocol: Comment:

(Ao G | (R

Current Filter Table:

Reset
Figure 4-27 Port Filtering
> Enable Port Filtering — Check to Enable port filtering feature.

» Port Range / Protocol / Comment - Specify the port range from start-port to end-port and
put your comment to remind you why you have restriction on these ports. You can restricted
TCP, UDP, or both protocol.

Be sure to click the Apply Changes button to save your settings on this page
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4.7.2 IP Filtering

Choose menu “Firewall — IP Filtering”, you can control the wireless access by configuring the
IP Filtering function as shown in Figure 4-28.

IP Filtering

Entries in this tahle ae used o mestrict certin tvpes of data packets from wour 1ocal network to Intemet
through the Gateway, Use of such filters can be helpful in securing or restricting your local network,

[C] Enable IP Filtering
Loal TP Address: Protocol: Comment:

[y G| (R

Current Filter Table:

- Lol PAddess  Protocol  Comment  Select
Figure 4-28 IP Filtering
»> Enable IP Filtering — Check to Enable IP filtering feature.

> Local IP Address / Protocol / Comment - Specify the local IP address that you wish to put
restriction and mark your comment to remind you why you have restriction on this IP address.
You can restrict the traffic from TCP, UDP, or both protocol.

Be sure to click the Apply Changes button to save your settings on this page

4.7.3 MAC Filtering

Choose menu “Firewall — MAC Filtering”, you can control the wireless access by configuring
the MAC Filtering function as shown in Figure 4-29.

MAC Filtering

Enteies in this takle ae vsed o mstict osrtain tvpes of dats packets from vour local netwodk 4o Intemet
through the Gateway, Use of such filers can be helpful in securing or restricting your local netirors,

[] Enable MAC Filtering
MAC Addeess: Comment:

(Ao | (s

Current Filter Table:

.~ MACAddes  Commemt  Select

Figure 4-29 MAC Filtering
> Enable MAC Filtering — Check to Enable MAC filtering feature.
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> MAC Address - The wireless station's MAC address that you want to filter.

Be sure to click the Apply Changes button to save your settings on this page.

4.7.4 Port Forwarding

Choose menu “Firewall — Port Forwarding”, you can redirect the network traffic by configuring
the Port Forwarding function as shown in Figure 4-30.

Port Forwarding

Entedes in this table allove sou to antoroatically redivect eorarnon networdk servines o a specific maching behind the
MAT firewall, These settings are only necessary if you wish 4o host somae sort of server like a web server or roail
server on the private local network behind your Gateway's MAT firewall,

[] Enable Port Forwarding

IP Address: Protocol: Port Range: - Comment:
Apply Changes I Reset I
Current Port Forwarding Table:
 Local IP Address  Protocol  PortRange  Comment  Select
Feset

Figure 4-30 MAC Filtering

> Enable Port Forwarding — Check to Enable port forwarding feature.
> |IP Address — Forward data packets to specific IP address in your local area network.
> Protocol - The protocol used for forwarding data packets, either TCP or UDP, or BOTH

» Port Range - The port range used by the remote system when it responds to the forwarding

request. A response using one of these ports will be forwarded to the PC that triggered this
rule.

Be sure to click the Apply Changes button to save your settings on this page.
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4.7.5 URL Filtering

Choose menu “Firewall — URL Filtering”, you can restrict user to access specific web page by
configuring the URL Filtering function as shown in Figure 4-31.

URL Filtering

UEL filter is nsed 10 deny LAM users from accessing the intemet, Block those URLs which contain
Tevrwonds listed below,

[[] Enable URL Filtering
URL Address:

(A G| (R

Current Filter Table:

. URLAddes [ St
Reset
Figure 4-31 URL Filtering
»> Enable URL Filtering — Check to Enable URL filtering feature.

» URL Address - The address that you want to restrict user to access.

Be sure to click the Apply Changes button to save your settings on this page.

4.7.6 DMZ

Choose menu “Firewall — DMZ”, you can view and configure DMZ host in the screen as shown
in Figure 4-32. The DMZ host feature allows one local host to be exposed to the Internet for a
special-purpose service such as Internet gaming or videoconferencing. DMZ host forwards all the
ports at the same time. Any PC whose port is being forwarded must have its DHCP client function
disabled and should have a new static IP Address assigned to it because its IP Address may be
changed when using the DHCP function.

DMZ

& Demilitirized Fome is vsed o provide Intemet serices withoat sacrificing unanthorized access o its
local pervate network, Typically, the DME host contains devices accessible to Intemet traftic, such as
Web (HTTF ) serves, FTP servers, SMTP (e-mail) servers and DS servers,

["] Enable DMZ

DMZ Host IP Address:

(Al e | (e

Figure 4-32 DMZ

To assign a computer or server to be a DMZ server:
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1. Check the Enable DMZ checkbox.
2. Enter the IP Address of a local host in the DMZ Host IP Address field.

3. Click the Apply Changes button.

&= Note:

After you set the DMZ host, the firewall related to the host will not work.

4.7.7 VLAN

Choose menu “Firewall — VLAN?”, if you want to configure the Guest and Internal networks on

VLAN, the switch you are using must support VLAN. As a prerequisite step, configure a port on the
switch for handling VLAN tagged packets as described in the IEEE802.1Q standard, and enable

this field as shown in Figure 4-33.

VLAN Settings

Entiies in below table ave nsed 0 confiz wlan setings, V0AN: ae coeated 10 provide the segrmentation services
traditionally proraded by ronters, VLANS address 1ssues such as scalakility, secoxity, and network moanagernent,

[C| Enable VLAN

Ethermet Portl

Ethemet Port2

Ethemet Port3

Ethemnet Portd

Wireless 1 Prmary &P
Wireless | Virtual AF1
Wireless 1 Virual AP2
Wireless 1 Wirtual AP3
Wireless 1 Virtual AP4

Ethemet Port5

el

LAM
LAN
LAM

WAN

Figure 4-33 VLAN

> Be sure to click the Apply Changes button to save your settings on this page.
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4.8 QoS

QoS

Entries in this table irpeeve wour online saming experience by ensuring that vour garoe traffic i pricdtized ower
other network traffic, such as FTF or Web,

Enable QoS

Automatic Uplink Speed
Manual Uplink Speed (Ebps):

Antomatic Downlink Speed
Manval Downlink Speed (Kbps):

QoS Rule Setting:

Address Type: IF MAC
Local IP Address: -
MAC Address:

Mode:

Uplink Bandwidth (Kbps):

Downlink Bandwidth (Kbps):

Comment:

[ Apply Changss | [Reset

Figure 4-34 The QoS menu

4.9 Management

B Status
Statistics
DDMNE

Time Zone Setting

Denial-of-Semvice

Log

Upgrade Firmware
ve/Reload Setting

Figure 4-35 The Management menu

There are nine submenus under the Management menu as shown in Figure 4-35: Status, Statists,
DDNS, Time Zone Setting, Denial-of-Service, Log, Upgrade Firmware, Save/Reload Setting,

and Password. Click any of them, and you will be able to configure the corresponding function.
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4.9.1 Status

Choose menu “Management — Status”, display the current status of AIP-W525H as shown in

Figure 4-39.

4.9.2 Statistics

This page shows the curent status and some basic settings of the device,

Wireless Configuration

Odazr1hed 32l
v2.5.1 (3EUSBHLNA
Fii Sep 16 18:02:01 EDT 2011

SSID
Channel Number

BSSID
State

TCP/P Configuration

Attain [P Protocol
IP Address
Subnet Mask
Defanlt Gateway
DHCP Server
MAC Address

WAN Configuration

Indras trochore Client
24 GHz (B34
LIP-W5L5

11

Dlisahled
00:00:00:00:00:00
Scanning

Fixed [P

152 168.2.1
2552552550
152 168.2.1
Enabled
00:12:34:56:78:7b

Attain [P Protocol
IP Address
Subnet Mask
Defanlt Gateway
MAC Address

Geting [P from DHCP server..,
0.0.00

0.0.00

0.0.00

00:e0dc:81 9629

Figure 4-35 Status

Choose menu “Management — Statistics”, you can view the network traffic on the Router as

shown in Figure 4-36.

Statistics
This page shows the packet counters for transmission and meeption egrding to wieless and Ethemet
networks,
i Sent Packets 128374
Wireless LAM -
Fecamedf Fackets 44342
Seut Paciets 324
Ethemet LAN i
Fevemed Packets 5484
Seat Packete 0
Ethemet WAN i
Recerved Fackes 0

Figure 4-36 Advanced Security
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4.9.3 DDNS
Choose menu “Management -> DDNS”, you can configure the Dynamic DNS function.

The Router offers the DDNS (Dynamic Domain Name System) feature, which allows the hosting of
a website, FTP server, or e-mail server with a fixed domain name (named by yourself) and a
dynamic IP address, and then your friends can connect to your server by entering your domain
name no matter what your IP address is. Before using this feature, you need to sign up for DDNS
service providers such as www.dyndns.org, or TZO. The Dynamic DNS client service provider will

give you a password or key.

If the dynamic DNS Service Provider your select is www.dyndns.org, the page will appear as

shown in Figure 4-41.
Dynamic DNS Setting

Dynamnic DS is a service, that provides you with & valid, unchanging, intemet dormnain name (an URL)
10 20 with that (possibly everchanging) [P-address,

4| Emable DDNS

Secvice Provider :  DynDNS -
Domain Name hostdyndns. org
User NMame/Ernail:

Password/Key:

o

Fow TEO, your can Save 8 30 days froe iial fere or siasqge yorre T20 acoonat & conirof pane!
For DrvaDWE, soi can create pour DyaDWE accouat Sere

[ G | (]

Figure 4-41 Dyndns.org DDNS Settings

To set up for DDNS, follow these instructions:

1. Type the User Name for your DDNS account.
2. Type the Password for your DDNS account.
3. Type the Domain Name you received from dynamic DNS service provider here.

4. Click the Apply Change button to log in to the DDNS service.
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4.9.4 Time Zone Setting

Choose menu “Management — Time Zone Settings”, you can configure the time on the

following screen.

Time Zone Setting

[ Copy Comnputer Tire
Time Zone Select: | (GMT+08:00)Taipei

[ Enable NTP client update
Automatically Adjust Daylight Saving
NTP server : ®

(oG | (Fee] [Feieh]

“You can aintain the syster time by synchronizing with a public time server over the Intemet,

Current Time : ¥r 01 | Monl6 |Day[® |Hel!® |Ma|ll [sec/

o (Manual IP Setting)

Figure 4-42 Time settings

» Current Time — Type in the current time into the blanks or click “Copy Computer Time” to get

the current time from computer.

> Time Zone Select — select the time zone.

> Enable NTP client update — click to enable the NTP client update.

& Note:

1. This setting will be used for some time-based functions such as firewall. You must specify your

time zone once you log in to the AIP-W525H successfully, otherwise, these functions will not

take effect.

2. The time will be lost if the AIP-W525H is turned off.

3. The AIP-W525H will obtain GMT automatically from Internet if it has already connected to

Internet.
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495 Denial-of-Service

DoS Protection will take effect only when the Enable DoS Preventation in “Management — DoS”

is enabled as shown in Figure 4-43.

Demnial of Service

am egpbci asempt by hackess o prevent Jegifimatr users of 2 service
[l Enable Dof Prevention
Whaole System Flood: 3YH Packots/Sacond
Whole System Flood: FIN Packets/Sacond
Whole System Flood: UDP Packots/Sacond
Whole 3ystem Flood: ICMP Packets/Sacond
Par-3ource IF Flood: 3YH Packots/Sacond
Per-Source IF Flood: FIN Packets/Sacond
Per-3ource IF Flood: TDP Packets/Sacond
Per-Source IF Flomd: ICMP Packets/Socond
TCP/UDF PortScan Sensitivity
ICMF 3murf
IF Land
IP Bpoof
IP ToarDrop
PingUfDeath
TCF 3can
TCF 3ynWithData
UDF Bomb
UDF EchoChargen
[ Selectall | [ Clarall |
Enabls Source IF Blocking Block tima (sac)
Apply Changes

Figure 4-43 DoS
Denial of Service protection. Check the Enable or Disable button to enable or disable the DoS

protection function. Only when it is enabled, will the flood filters be enabled.
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49.6 Log
Choose menu “Management —Log”, you can view the logs of the AIP-W525H.

System Log
This page can be nsed 0 set remote log server and show the system log,
Enable Log

system all wireless DoS

Enable Remote Log Log Server IP Address:

(Refish ] [ Gl )
Figure 4-44 System Log
» System all — Display all the log file on the Router .
» Wireless — Display just the wireless log on the Router.
> DoS - Display just Denial-of-Service log on the Router.
> Enable Remote Log - Click to enable remote log service.

> Log Server IP Address — Please enter the IP address to store your log file when Enable

Remote Log is enabled.
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4.9.7 Upgrade Firmware

Choose menu “Management — Upgrade Firmware”, you can update the latest version of

firmware for the Router on the following screen.

Upgrade Firmware

This page allows von nperade the Access Point fimnware o new version. Flease note, do not power of
the device during the npload becanse it ray crash the systero,

Firmware Version: v2.5.1 BGUSB+LMNA
Select File:

Figure 4-45 Firmware Upgrade

» Firmware Version - This displays the current firmware version.

To upgrade the Router's firmware, follow these instructions below:

1. Download a more recent firmware upgrade file from our website.

2. Type the path and file name of the update file into the File field. Or click the Browse button to

locate the update file.

3. Click the Upgrade button.

& Note:

1. New firmware versions are posted at our website and can be downloaded for free. There is no
need to upgrade the firmware unless the new firmware has a new feature you want to use.
However, when experiencing problems caused by the Router rather than the configuration,
you can try to upgrade the firmware.

2. When you upgrade the Router's firmware, you may lose its current configurations, so before
upgrading the firmware please write down some of your customized settings to avoid losing
important settings.

3. Do not turn off the Router or press the Reset button while the firmware is being upgraded,
otherwise, the Router may be damaged.

4. The Router will reboot after the upgrading has been finished.
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4.9.8 Save/Reload Setting

Choose menu “Management — Save/Reload Setting”, you can save the current configuration
of the Router as a backup file and restore the configuration via a backup file as shown in Figure

4-46.
Save/Reload Settings

This page allows yon save cooent setings 0 2 e or reload the setings from the file which was saved
previcmsly, Besides, yon comld reset the coment configurtion o factory defanlt,

Save Settings to File: SAME,

Load Settings from File: (B, |
Reset Settings to Default:

Figure 4-46 Backup & Restore Configuration
>  Click the Save button to save all configuration settings as a backup file in your local computer.
> To upgrade the Router's configuration, follow these instructions.
e Click the Browse... button to locate the update file for the Router, or enter the exact path
to the Setting file in the text box.
e Click the Upload button.

»  Click the Reset button restore the configurations of the Router to factory defaults.
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499 Password

Choose menu “Management — Password”, you can change the factory default user name and
password of the Router in the next screen as shown in Figure 4-47.
Password Setup

This page is used to set the account to ancess the web server of Access Point, Empty vser narme and
pasaword will disahle the protection,

User Mame:

Mew Password:

Confirmed Password:

[ Aply Changes | | Reset |

Figure 4-47 Password

It is strongly recommended that you should change the factory default user name and password of
the Router, because all users who try to access the Router's Web-based utility or Quick Setup will
be prompted for the Router's default user name and password.

Click the Apply Change button when finished.

Click the Reset button to clear all.
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Appendix A: FAQ

1. How do I configure the Router to access the Internet by ADSL users?
1) First, configure the ADSL Modem configured in RFC1483 bridge model.

2) Connect the Ethernet cable from your ADSL Modem to the WAN port on the Router. The
telephone cord plugs into the Line port of the ADSL Modem.

3) Log in to the Router, click the “Network” menu on the left of your browser, and click
"WAN" submenu. On the WAN page, select “PPPoE” for WAN Connection Type. Type
user name in the “User Name” field and password in the “Password” field, finish by
clicking Connect.

WAN

WAN Connection Type: | PPPoE/Russia PPPoE

PPPoE Connection:
User Hame: Usernarme
Password: ' TTTITITIY)

Figure A-1 PPPoE Connection Type
2. How do I configure the Router to access the Internet by Ethernet users?

1) Log in to the Router, click the “TCP/CP Settings” menu on the left of your browser, and
click "WAN" submenu. On the WAN page, select “DHCP Client” for "WAN Connection
Type", finish by clicking Save.

3. The wireless stations cannot connect to the Router.
1) Make sure the "Enable Wireless Router Radio" is checked.
2) Make sure that the wireless stations' SSID accord with the Router's SSID.

3) Make sure the wireless stations have right KEY for encryption when the Router is
encrypted.

4) If the wireless connection is ready, but you can’t access the Router, check the IP Address

of your wireless stations.
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Appendix B: Configuring the PC

In this section, we’ll introduce how to install and configure the TCP/IP correctly in Windows XP.
First make sure your Ethernet Adapter is working, refer to the adapter’s manual if necessary.

1. Configure TCP/IP component

1) On the Windows taskbar, click the Start button, and then click Control Panel.

2) Click the Network and Internet Connections icon, and then click on the Network
Connections tab in the appearing window.

3) Right click the icon that showed below, select Properties on the prompt page.

LAN or High-Speed Internet

Disable
Status
Repair

EBridge Connections

Create Shorbout
[elete
Rename

Figure B-1
4) In the prompt page that showed below, double click on the Internet Protocol (TCP/IP).

-4 Local Area Connection Properties 2 x|

General | Luithentication I Advanced |

Connect using:

Im Realtek RTLE139 Family PCI Fast Ett

Thiz connection uzes the following items:

oBl (155 Packet Scheduler =]
S AEGIS Protocol [IEEE 802.12] v3.4.3.0
Irterriet Protocol [TCPAAP)
1| | E
Install... Wriirrstall | Properties |
— Description

Tranzmizzion Contral Protocal/Internet Pratocal. The default
wide area netwaork. pratocal that provides communization
acrogs diverse interconnected networks.

™ Show icon in notification area when connected
W Motify me when this connection has limited or no connectivity

)4 | Cancel

Figure B-2
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5) The following TCP/IP Properties window will display and the IP Address tab is open on

this window by default.

Now you have two ways to configure the TCP/IP protocol below:

» Setting IP address automatically

Select Obtain an IP address automatically, Choose Obtain DNS server automatically, as

shown in the Figure below:

Internet Protocol {TCP/IP) Properties

General I Alternate Configuration |

rou can get IP zettingz azzigned automatically if your network: supportz
thiz capability. Othenwize. you need to ask your network, administrator far
the appropriate IP settings.

' Dbtain an [P address automatically

21

—{ Usze the following IP address:
P address: I

Subrnet magk: I

efaulk gatewan I

&+ Obtain DNS server address automaticall

—1{" Use the following DMS server addresses:

Erefered DS semver: I

Alternate DS senver: I

Advanced... |

ak. I Cancel |

Figure B-3

&= Note: For Windows 98 OS or before, the PC and Router may need to be restarted.

» Setting IP address manually

1 Select Use the following IP address radio button. And the following items available.
2 If the Router's LAN IP address is 192.168.2.1, specify the IP address as 192.168.2.x (X is

from 2 to 254), and the Subnet mask as 255.255.255.0.

3 Type the Router’'s LAN IP address (the default IP is 192.168.2.1) into the Default gateway

field.

4  Select Use the following DNS server addresses.

In the Preferred DNS Server field you

can enter the same value as the Default gateway or type the local DNS server IP address.
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Internet Protocol (TCP/IP) Propetties » 21 x|

General I

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator for
the appropriate P settings.

" [Obtain an IP address automatically
—(% |se the following IP address:

|P address: | 192.168. 2 . 241
Subnet mask: | 255.255.255. 0
Default gateway: | 192.168. 2 . 1

" [btain DNS server address automatically

—{% Use the following DNS server add

Preferred DNS server: I 202 . 96 . 134 133

Alternate DNS server: I

Advanced... |
0K I Cancel |

Figure B-4

Now, click OK to keep your settings.
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Appendix C: Specifications

General
Standards IEEE 802.3, 802.3u, 802.11b, 802.11g, 802.11n
Protocols TCP/IP, PPPOE, DHCP, ICMP, NAT, SNTP
Ports One 10/100M Auto-Negotiation WAN RJ45 port, Four 10/100M
Auto-Negotiation LAN RJ45 ports supporting Auto MDI/MDIX
10BASE-T: UTP category 3, 4, 5 cable (maximum 100m)
EIA/TIA-568 100Q STP (maximum 100m)
Cabling Type
100BASE-TX: UTP category 5, 5e cable (maximum 100m)
EIA/TIA-568 100Q STP (maximum 100m)
LEDs PWR, SYS, WLAN, WAN, LAN (1-4), WPS
Safety & Emissions FCC, CE
Wireless
Frequency Band 2.4~2.4835GHz
11n: up to 300Mbps (Automatic)
Radio Data Rate 11g: 54/48/36/24/18/12/9/6M (Automatic)
11b: 11/5.5/2/1M (Automatic)
Channels 1~13
Frequency Expansion | DSSS(Direct Sequence Spread Spectrum)
Modulation DBPSK, DQPSK, CCK, OFDM, 16-QAM, 64-QAM
Security WEP/WPAMWPA2/WPA2-PSK/WPA-PSK
130M: -68dBm@10% PER
108M: -68dBm@10% PER;
o 54M: -68dBm@10% PER
Sensitivity @PER 11M: -85dBm@8% PER;
6M: -88dBm@10% PER
1M: -90dBm@8% PER
Antenna Gain 5dBi
Environmental and Physical
Operating: -20°C~60TC
Temperature.
Storage: -40°C~70C
o Operating:  10% - 90% RH, Non-condensing
Humidity -
Storage: 5% - 90% RH, Non-condensing
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Appendix D: Glossary

802.11b - The 802.11b standard specifies a wireless networking at 11 Mbps using
direct-sequence spread-spectrum (DSSS) technology and operating in the unlicensed radio
spectrum at 2.4GHz, and WEP encryption for security. 802.11b networks are also referred to
as Wi-Fi networks.

802.11g - specification for wireless networking at 54 Mbps using direct-sequence
spread-spectrum (DSSS) technology, using OFDM modulation and operating in the
unlicensed radio spectrum at 2.4GHz, and backward compatibility with IEEE 802.11b devices,
and WEP encryption for security.

DDNS (Dynamic Domain Name System) - The capability of assigning a fixed host and domain
name to a dynamic Internet IP Address.

DHCP (Dynamic Host Configuration Protocol) - A protocol that automatically configure the
TCP/IP parameters for the all the PC(s) that are connected to a DHCP server.

DMZ (Demilitarized Zone) - A Demilitarized Zone allows one local host to be exposed to the
Internet for a special-purpose service such as Internet gaming or videoconferencing.

DNS (Domain Name System) — An Internet Service that translates the names of websites into
IP addresses.

Domain Name - A descriptive name for an address or group of addresses on the Internet.

DSL (Digital Subscriber Line) - A technology that allows data to be sent or received over

existing traditional phone lines.
ISP (Internet Service Provider) - A company that provides access to the Internet.

MTU (Maximum Transmission Unit) - The size in bytes of the largest packet that can be
transmitted.

NAT (Network Address Translation) - NAT technology translates IP addresses of a local area
network to a different IP address for the Internet.

PPPoE (Point to Point Protocol over Ethernet) - PPPOE is a protocol for connecting remote
hosts to the Internet over an always-on connection by simulating a dial-up connection.

SSID - A Service Set Identification is a thirty-two character (maximum) alphanumeric key
identifying a wireless local area network. For the wireless devices in a network to
communicate with each other, all devices must be configured with the same SSID. This is
typically the configuration parameter for a wireless PC card. It corresponds to the ESSID in

the wireless Access Point and to the wireless network name.
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WEP (Wired Equivalent Privacy) - A data privacy mechanism based on a 64-bit or 128-bit or
152-bit shared key algorithm, as described in the IEEE 802.11 standard.

Wi-Fi - A trade name for the 802.11b wireless networking standard, given by the Wireless
Ethernet Compatibility Alliance (WECA, see http://www.wi-fi.net), an industry standards group
promoting interoperability among 802.11b devices.

WLAN (Wireless Local Area Network) - A group of computers and associated devices
communicate with each other wirelessly, which network serving users are limited in a local

area.
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